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Main goals

Optimal Conversion from Rényi DP to Approximate DP
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DP Guarantees of Iterative Algorithms

“Privacy amplification by iteration” Feldman, Mironov, Talwar, and Thakurta, FOCS’18



[Dwork, McSherry, Nissim, Smith’06], [Dwork, Kenthapadi, McSherry, Mironov, Naor’06], [Mironov’17]

Differential Privacy
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Why conversion?

Operationality: Hypothesis testing

• [Wasserman and Zhou’10], [Kairouz et al.’15] 
Composability

• [Abadi et al.’16], [Mironov’17],
[Bun et al.’18], [Bun and Steinke’16 ]

Composability

• [Kairouz et al.’15], [Dwork et al.’10] 
[Murtagh and Vadhan’15]

Operationality

• [Balle et al.’19]

DP RDP
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Moments accountant*
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[Abadi et al, 2016]



Taken from “Deep leaning with differential privacy” by Abadi, et al.,  2016

How much more improvement 
if we “optimize” the RDP to DP 

conversion?

A better conversion rule  gives 
100 more iterations!

Moments accountant for noisySGD
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Differential privacy as f-divergence

[Barthe and Olmedo, 2013], [Balle and Wang 2018], [Balle et al. 2019], [Balle et al. 2020] 7



Problem formulation
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Joint range of f-divergences 
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Main result 1



Main result 2
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Main result 2
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Balle, Barthe, Gaboardi, Hsu, Sato, “Hypothesis testing interpretations and Rényi differential privacy”, AISTAT2020

Canonne, Kamath, and Steinke, “The discrete Gaussian for differential privacy”, arXiv:2004.00010, 2020

Related work

[Balle et al.’20] and [Canonne et al.’20] recently showed   



Comparison
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Improved moments accountant

•

•

•
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100 iterations
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Improved moments accountant



Main Goals

Optimal Conversion from Rényi DP to Approximate DP
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DP Guarantees of Iterative Algorithms

“Privacy amplification by iteration” Feldman, Mironov, Talwar, and Thakurta, FOCS’18



Privacy amplification by iteration*
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[Feldman et al., 2018]

Iterative process



Our result
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Iterative process



20[Ahlswede, Gács’76], [Erkip, Cover’], [Anantharam, Gohari, Kamath, Nair’13], [Raginsky’14], [Polyanskiy,Wu’15,‘17], [Sason, Verdú’15], [Calmon, Polyanskiy,Wu’17], 
[Makur, Zhang’18], [Sason’18,’19] 

Input Divergence
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[Dpbrushin’56]

Total variation: 

SDPI

+



Proof: SDPI
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DP-SGD
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DP-SGD
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DP-SGD
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Summary:

Not discussed:
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