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Main goals

Optimal Conversion from Rényi DP to Approximate DP

If M is («, ()-RDP, then what are the smallest € and § s.t. it is (e,6)-DP?

DP Guarantees of lterative Algorithms

DP guarantee of releasing Wy the output of W1 = W, (W;) + Z;11 after T iterations?

[assuming W4, ..., Wr_q are kept hidden]

“Privacy amplification by iteration” Feldman, Mironov, Talwar, and Thakurta, FOCS’18 ’



Differential Privacy
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M is called (a, ¢)-RDP for a > 1 if

sup sup |Py(A) — e*Py(A)| <4 sup Do (P ||1Py) < ¢
T~y

z~y A

M is called (e, 9)-DP if

[Dwork, McSherry, Nissim, Smith'06], [Dwork, Kenthapadi, McSherry, Mironov, Naor’06], [Mironov’17]



Why conversion?

DP RDP

@ Operationality: Hypothesis testing @ Composability
e [Wasserman and Zhou'10], [Kairouz et al."15] + [Abadi et al.16], [Mironov'17]

[Bun et al.”18], [Bun and Steinke™16 ]

@ Composability

« [Kairouz et al.”15], [Dwork et al.”10]
[Murtagh and Vadhan'15]

@ Operationality
- [Balleetal.’'19]



Moments accountant® [Abadi et al, 2016]

For an iterative alg M.

Find ¢i() s.t. ith iteration is — After n iterations M is — itis (&,d)-DP for any € and

(v, Gi(0))-RDP Vo > 1 (o, ¢(cr))-RDP where §= e (a=1)(e=((a))
(@) =) Gila) or for any § and
=1 log o

— inf _
3 (}glé(a) o

To develop the optimal conversion rule, we first fix a:

C(a) «—¢

85,(C) 2 inf {6 € [0,1] : ¥(a, ¢)-RDPM are (¢,6)-DP}

5 - RDP — DP

£a(C) 2inf {e>0: (e, ()-RDPM are (e, 6)-DP}

(5(0) 2 sup{¢ >0:V(a,¢)-RDPM are (¢,6)-DP)} DP — RDP



Moments accountant for noisySGD

25 . .

Straﬁg cnmbasitinﬁ —E{—
moments accountant —@—

How much more improvement

5 if we “optimize” the RDP to DP
o conversion?
A better conversion rule gives
100 more iterations!
O 1 1 1 1 ] 1 1
50 100 150 200 250 300 350 400
5= 105 epoch

Taken from “Deep leaning with differential privacy” by Abadi, et al., 2016



Differential privacy as f-divergence

{Given convex function f satisfying f(1) =0: D;(P|Q) 2 Eq {f(g_g)} ]

o fo(t)=Lt= andlet x*(P|Q) £ Dy, (P|Q) 5

T~y

Mis (a,()-RDP <= sup x“(P:||F,) §[ ! [e(o‘_l)c— 1}]

e f.(t) £ max(t — ¢%,0) and let E.(P||Q) 2 D;.(P||Q)

Mis (e,0)-DP <= sup E.(P|P,) <9

T~y

[Barthe and Olmedo, 2013], [Balle and Wang 2018], [Balle et al. 2019], [Balle et al. 2020]



Problem formulation

Given a > 1, let
M, (¢) = {all (a, {)-RDP mechanisms}

Given e > 0, we wish to characterize I (0,1)

5 (¢) = 1inf {6 € [0,1] : YM € Mo(C) is (e, 5)-DP}

— sup s E.(P.|P,) 3
MeM, (¢) =~y

— sup sup E-(P,]|P))

M x~y
.t X (Pul|Py) < ¢, Vo~ y 0 \°
= ijug E.(P|Q) Ra = {(x*(P||Q),E-(P||Q)) : Vdis. P,Q}

s.t. x*(P||Q) < ¢



Joint range of f-divergences
e Characterize R, = {(x*(P||Q),E-(P||Q)),VP,Q}

e Derive the upper boundary of R,,

* (—¢ Theorem [Harremdes, Vajda’11]. Given two convex function f and g with
f(1) =g¢g(1) =0, we have

{(Ds(PQ), Dy(PIIQ)) : VP,Q} = conv(B),
where

B := { (Ds(Ber(p) |Ber(q)), Dy (Ber(p) [Ber(g)) : p,q € (0,1)}.

Ry = conv({(XO‘(Ber(p)HBer(q)),Eg(Ber(p)HBer(q))) . pq € (0,1)}).

Upper boundary: g, E_(Ber(p)|Ber(q)) ) inf x“(Ber(p)|[Ber(q)) = (5(9)

p,q€(0,1) p,q€(0,1)
s.t. x*(Ber(p)||Ber(q)) < ¢ s.t. E.(Ber(p)||Ber(q)) > o



Main result 1

Theorem. Forany a > 1, ¢ > 0, we have

G0 =c+

p— log M (v, €, 6)
where

M(Oéagvé) = min [pa(p - 5)1—04 T+ (1 _p)a(é3 —p+ 5)1—04] '

p€E(9,1)

CE(6) = M (a, e, 0)

oo-dim non-convex one-dim convex
optimization problem optimization problem

10



Main result 2




Main result 2

Theorem. Forany e > 0 and a > 1, we have
ed(¢) = ¢ +1log(1 —6)

(a(0) =0,
(a(6) =& —log(1 — ), if ad > 1,
where , ,
9(04,8,5) =& — o IOgFJ

with by == = (1 — é)o‘_l and

1 _ 6—11\"
fla,e,0) =€+ 1log((e — ) (5—65) +a5>.

a_

By linearizing f, we can obtain upper bound for §¢,(¢) or € ({):

Otherwise: € (¢) < ——min { (o — 1)¢ — log -2-, log LS B
o a—1 h o, od

12



Related work

¢ + log(1 — ) if ad > 1

)
€a (C) ﬁ min {[(Oé _ 1)<‘ _ l()g %] log (e(a_oj()sc—l — 1)} O’[hel’WiSG

VAN

[Balle et al.’20] and [Canonne et al.’20] recently showed

(@, Q)RDP = (¢ — L log2,0)-DP

Balle, Barthe, Gaboardi, Hsu, Sato, “Hypothesis testing interpretations and Rényi differential privacy”, AISTAT2020

Canonne, Kamath, and Steinke, “The discrete Gaussian for differential privacy”, arXiv:2004.00010, 2020
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Improved moments accountant

Stochastic Gradient Descent
Given dataset: x = {z1,..., 2N}

. 6o « initial randomly
Jfori =1toT do

Take random samples B of size ¢N from z - N(0,0°T)

1
0; (91;_1 — n(q—N ng(ei_l,iﬁj) + Z{

. return 61 JjE€B

2

* [Abadi et al."16]: above alg. is (o, apT’)-RDP with p = 7=5-5

o After T iterations, itis (&, )-DP | 1
[Abadietalte] &= i %”ﬂj_(y—]ﬁogé}:pjh%\%MﬂWOgg

a>1

min {(a — DapT —log —,log

_ 1
[Our bound] €= inf ;

a>1 o — 1

5 (e(a—l)apT 1

Q0

+1)}

15



Improved moments accountant
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Main Goals

\/ Optimal Conversion from Rényi DP to Approximate DP

If M is («, ()-RDP, then what are the smallest € and § s.t. it is (e,6)-DP?

DP Guarantees of lterative Algorithms

DP guarantee of releasing Wy the output of W1 = W, (W;) + Z;11 after T iterations?

[assuming W4, ..., Wr_q are kept hidden]

“Privacy amplification by iteration” Feldman, Mironov, Talwar, and Thakurta, FOCS’18 Y



Privacy amplification by iteration™
[Feldman et al., 2018]

Consider the process:

Wiv1 =Wy (Wy) 4+ Zyaa,

for some sequence of update functions {¥,} and Z; ~ N (0, 0%1,).

Wo Wr ~ pr
—— | lterative process |————

/ /
Wy W ~ up

Theorem [Feldman et al.]. If {¥,} are contractive, then for every a > 1,

84
Do (prllpr) < |wo — w3

— 202T

18



Wi~

W1 ~ i

Our result

lterative process

Theorem. Assume ||V, (w) — W, (w")|| < D for all t and w,w’. Then we have

Ec(prllpr) < Ec(plpy) [%(f)]T,

5) — Q5
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SDPI
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D¢ (puKl 'K
Pl lf)(u Hu/ ) <1 —
F(ullp) N nput Divergence
D¢ (uKl|lpu' K

strong DPI: sup G HM, ) g
o’ Df (/’LH:LL ) o

D g (pllp’)#0 =

=

Contraction coefficient of K under f-divergence C
Ol

Dy (K| u'K) < D (gl yns (K) S

[Ahlswede, Gacs'76], [Erkip, Cover’], [Anantharam, Gohari, Kamath, Nair’13], [Raginsky’14], [Polyanskiy,Wu’15,17], [Sason, Verdd'15], [Calmon, Polyanskiy,Wu'17], 20

[Makur, Zhang'18], [Sason’18,’19]



Total variation:

SDPI

TV(uK, 'K -
ntv(K) = sup (p ’”/ ) = max TV(K(:|z), K(:|z")) [Dobrushin’s Theorem]
[ TV(M? X ) ,z’ [Dpbrushin’s6]

Theorem. Given a Markov kernel K and € > 0, we have

E. (uK||p'K) ,
n.(K) = Sup - T Ec(K(-|2)||K(-[z")).
Ee (ol )20 - (ull) ’

) it | W(x) — V()| <D, Va,a

SHAw

NG % > 77<€(KGaussian) — 98(

KGaussian
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Proof: SDPI

Wig1 = Ver1(Wy) + Ziga

____________________
____________________

M1 fl . 2 , it it
—> U —O— - U, 3 >
T b e e

K1 Kt

Ec(prllpwr) < Ec(pr—1llpwr_q)n:(Kr)
< Ec(ur—2|lpp_o)n-(Kr)ne(Kr_1)

1’
e ulp) [Tk = Exualiy .

____________________

2%
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DP-SGD

Theorem. Assume ||V, (w) — W, (w’)|| < D for all t and w, w’. Then we have

E.(ur|lpnr) < Ec(pllp)) lﬁe(f)r,

Projected Noisy SGD: W1 = Wy = nNVEWy, 2441) +1Z141)

Corollary. Assuming K is compact and £(-, x) is L-Lip, the randomly-stopped
SGD is (g,0)-DP for any € > 0 and

=7 () oo (28]




DP-SGD

Theorem [Feldman etal.]. Let ¢(-, z) be convex, L-Lip and g-smooth. Then
2
B

for n <
where

and a > 1, the randomly-stopped SGD algorithm is («, ¢)-RDP

B 4al? log T

¢ To?

min {(a — 1)a¢ — log %, log (e(a—l;c;é‘ ! + 1) },

ac(l,a*] Y —1



DP-SGLC
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For sufficiently large «:

- Feldman et al.: § = e ©()

- Ourresult: § = =0 25



Summary:

Not discussed:

o0
[=]r.

Derive the lossless relationship between RDP and DP

“Improved” moments accountant

A better bound gives a hundred rounds!

New privacy analysis of distributed optimization problems via SDPI
Contraction coefficient of Gaussian kernel

Tighter bounds than [Feldman et al.’18]

Improved moments accountant vs. Gaussian DP
“Some” operational interpretations of RDP in hypothesis testing

SDPI-based privacy analysis of general online algorithms
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