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Abstract—We propose a new technique for deriving the differ-
ential privacy parameters in federated learning (FL). We consider
the setting where a machine learning model is iteratively trained
using stochastic gradient descent (SGD) and only the last update
is publicly released. In this approach, we interpret each training
iteration as a Markov kernel. We then quantify the impact of the
kernel on privacy parameters via the contraction coefficient of
the E-divergence that underlies differential privacy. To do so,
we generalize the well-known Dobrushin’s ergodicity coefficient,
originally defined in terms of total variation distance, to a family
of f-divergences. We then analyze the convergence rate of SGD
under the proposed private FL framework.

I. INTRODUCTION

Federated Learning (FL) [1] is a distributed method for
training machine learning models. In the prototypical setting,
users compute gradients on their local data and send them to
a server referred to as the central aggregator (uplink update).
The local gradients are then aggregated into an update by the
server, which is then sent back to users (downlink update).
This iterative distributed algorithm has recently gained atten-
tion due to its inherit parallelization, storage, and communi-
cation efficiency. Although users never share their local data
directly during each iteration — only gradients are transmitted
— FL can still compromise user privacy [2, 3].

In this paper, we derive privacy guarantees for FL. We adopt
differential privacy (DP) as our privacy metric of choice, since
DP has become the standard for large-scale model fitting (e.g.,
[4-14]). We make two key assumptions. First, we assume that
users communicate over encrypted channels with a trusted
aggregator. Second, we assume that the aggregator releases
the model parameters publicly only after a certain number of
iterations and hides all intermediate updates. Augenstein et al.
[15] recently studied the same setting where, after 7" iterations,
the last model parameters are used to generate synthetic data
for data inspection purposes. This assumption is also in line
with the recent works [16, 17] where the privacy amplification
resulting from hiding intermediate updates was quantified.
However, these works differ from ours in that we allow for
subsampling and adopt the approximate DP as the measure
of privacy. In contrast, in [16, 17] noise at each iteration is
the only source of randomness (i.e., no subsampling) and the
privacy was given in terms of Rényi differential privacy.'

'We note that Rényi differential privacy can be converted into (g, §)-DP,
according to [18]. However, as shown in [19], the resulting privacy guarantees
are weaker than what would be obtained by directly computing € and 6.

To characterize the privacy-utility trade-off, we analyze the
convergence rate of stochastic gradient descent (SGD) under
the proposed privacy-preserving FL framework. We consider
two common data generation scenarios. First, we let each
local sample be generated i.i.d. according to an unknown
source Pyx. In this case, we show that the convergence rate
is degraded by an additive term Cyo?/n, where o is the
variance of the noise added in each iteration. Second, we
consider heterogeneous data and make no assumption on the
underlying distribution. Due to the one-pass nature of the
proposed FL algorithm, the standard SGD analysis fails in
this regime since the local gradient obtained at each step is no
longer unbiased. To overcome this, we generalize the results
on without-replacement SGD [20], proving a similar upper
bound on the convergence rate. Our results specify the relation
between convergence rate, noise level as well as sample and
batch size. Moreover, it sheds light on how to select these
hyper-parameters to achieve better privacy and utility trade-
off.

Notation. For any set A, we denote by P(A) the set of all
probability distributions on A. Given two sets ) and Z, a
Markov kernel (i.e., channel) K is a mapping from ) to P(Z)
given by y — K(y). Given P € P(Y) and a Markov kernel
K:Y — P(Z), we let PK denote the output distribution of
K when the input distribution is P, i.e., PK = [ K(y)P(dy).

II. PRELIMINARIES
A. Differential Privacy

Let X" be the set of all possible datasets of size n, where
each entry takes values in X’. A pair of datasets x € X" and
a2’ € X™ are neighboring (denoted by = ~ ') if they differ in
exactly one entry. A randomized mechanism M acts on each
xr € X™ and generates a random variable with distribution
M. A mechanism M is said to be (g,0)-DP [21], for e > 0
and ¢ € [0, 1], if we have

sup sgp My (A) — e M (A)] <6, (1)

where the first supremum is taken over all measurable sets A.

B. Information Theory

Given a convex function f : [0,00) — R with f(1) = 0, the
f-divergence [22, 23] between two probability measures p and
v is defined as D¢ (u||v) = E, {f(g—’;) . This includes several

popular measures: KL-divergence, y~-divergence, and total



variation distance TV are f-divergences for f(t) = tlog(t),
f(t) = (t—1)% and f(t) = |t — 1|, respectively.

Given ¢ > 0, consider the convex function f.(t) =
(t — )4, where (a); = max{0,a}. The corresponding
f-divergence, denoted by E.(P]|Q), is called E.-divergence
(or sometimes hockey-stick divergence [24]) and is explicitly
defined as

E-(ullv) = /y (A — )W), - @

This divergence appeared in [25] for proving converse channel
coding results. From the Neyman-Pearson lemma we can
obtain an alternative formula for E.(ul|v) as E.(ul|v) =
sup 4 [u(A) — efv(A)], implying that the DP constraint (1)
can be equivalently expressed in terms of E.-divergence [26]:
M is (g,6)-DP if and only if

sup Ec(My|[My) <6 3)
This E.-divergence representation of DP was used in [27-31]
to prove new privacy results or simplify the proofs of existing
results.

The following properties of E.-divergence can be readily
proved:

e 0 < E.(u|lv) < TV(u,v) for any ¢ > 0. The upper
bound is equality if and only if € = 0,

e ¢ — E.(u|lv) is continuous and strictly decreasing on
(0, TV(, )],

o (u,v) — Ec(p||v) is convex,

o E.(p]|v) decreases by post-processing (data-processing
inequality). That is, E.(uK|vK) < E.(u|lv) for any
Markov kernel (or a channel) K.

Data Processing inequality is typically strict for non-trivial
kernels. To account for this, it is customary to consider the
contraction coefficient [32] n.(K) of K under E.-divergence

as
Ec (pK]IvK)

Ec(ullv)
This quantity has been recently in details in [19]. In particular,

it was shown that 7. (K) enjoys a remarkably simple two-point
characterization.

n:(K) = @)

sup

w
Ec(niv)#0

Theorem 1 ([19]). For any ¢ > 0 and K : Y — P(Z), we
have

n:(K) = sup E.(K(y1)[IK(y2))- 5)
Y1,Y2€Y
When ¢ = 0, this theorem reduces to the well-known

Dobrushin’s theorem [33] that has been an instrumental result
in several statistical problems, see, e.g, [33-36].

In this paper, we are concerned with the Gaussian Markov
kernel specified by K(y) = N (y,o?1) for some y € R? and
o > 0. To compute the contraction coefficient of such kernels,
we need the following lemma, whose proof is essentially the
same as [27, Lemma 6].

Lemma 1. For mi, me € R% and o > 0, we have

E. (N (m1, 02) |V (ma, 021)) = 0. (M)

g

where 0. : [0,00) — [0, 1] is given by
w-ai-])-cale) o

and Q(t) = \/% ftoo 67u2/2d’u.

In light of Theorem 1 and Lemma 1, it follows that Gaussian
kernels has a trivial contraction coefficient, i.e., n-(K) = 1
(for instance by choosing m; = 0 and mg with ||m||s — c0).
However, if the input is assumed to be restricted to a bounded
subset of R%, then 7. (K) < 1.

Lemma 2 ([19]). Let Y C R? be a bounded set. For the
Markov kernel specified by K(y) = N (y,0?1) for y € Y and
o > 0, we have

M)

g

ne(K) = 0.
where [|Y|| == maxy, y,ey [y1 — vz

The constraint that the input of Gaussian kernels must be
bounded is not restrictive in machine learning and is satisfied
in many practical algorithms. For instance, each iteration of
the projected noisy stochastic gradient descent with Gaussian
noise (see e.g., [4, 5,7, 8, 11, 30]) can be viewed as a Gaussian
kernel whose input (and output) are values from a compact set.
Such kernels are called projected Gaussian kernels. We focus
on this particular kernel in the next section.

III. FEDERATED LEARNING

In our federated learning model, n distributed users send
their updates of a shared model to a ftrusted aggregator.
At each iteration, m number of users are chosen uniformly
without replacement. Then, each of users selected computes
a local update, randomizes it via a Gaussian kernel, and then
sends it to the aggregator. The aggregator aggregates all these
local updates, projects it onto ¢2-ball of fixed radius p and
then sends the global update back to users. For notational
simplicity, we assume m = ¢n and since the subsampling is
performed without replacement, the total number of iteration is
T="= %. This procedure is described in Algorithm 1. The
model we investigate differs from the typical settings studied
in literature in that here the aggregator is expected to publicly
display the model parameters only after the T'th iteration. This
model is conceptually similar to the recent work of Augenstein
et al. [15] where the final model parameters were used to
generate the synthetic data for the purpose of data inspection
under privacy constraint.

A. Warm-Up: Batches of Size 1

Suppose n users, each with local data x;, ¢ € [n] =
{1,...,n}, are to communicate over an encrypted commu-
nication channel to a trusted party and send their local update
to shared model one at a time, i.e., m = 1. Although this



setting may not be practical, it illuminates the proof technique
employed for the general setting (i.e., m > 1).

Let 7 € S, be a random permutation map and S,, is the
symmetric group on [n]. The federated learning algorithm
iterates as follows:

o The aggregator samples the initial parameter W, in
ball(p), the £ ball of radius p in R, according to a
distribution p and sends it to user m(1).

o User 7(1) uses Wy and her local data ;) to compute
the update W, = mVEWo,zr1y) + mo1Z1, where
Zy ~ N(0,I). This update is then sent back to the
aggregator.

« Upon receipt of W1, the aggregator computes W; =
proj,(Wo — W1), where proj ,(+) denotes the projection
operator onto ball(p). Then W is sent to user 7(2).

o Continue the above procedure until all n users send the
aggregator their updates (i.e., 7' = n is the number of
iterations). The aggregator releases Wr.

To obtain the privacy guarantee of this algorithm, we model
each iteration as a projected Gaussian Markov kernel. Let
K; be the Markov kernel associated with the map w +—
proj, (V¢ (w) — mrorZy) for t € [T, where

\Ilt<w) =w - ntv£<w7 x‘n’(t))7 (7)

and Z; is a random vector sampled from N(0,1). More
precisely, K;(w) = proj,(N (¥ (w), nfo?1)). It is clear from
Lemma 2 that 7.(K¢) < 1 for all ¢ > 0 and p < oc.
Notice that the tth iteration can be equivalently expressed
by K; whose input is W;_; and output is W; (see Fig 1).
Letting ps—1 denote the distribution of W;_;, we therefore
have Wy ~ pi—1K;y.

Fig. 1. Iteration ¢ can be viewed as a Markov kernel that is composed
of U; defined in (7), Gaussian noise addition and then projection
operator onto ball(p).

Now consider a pair of neighboring datasets x and z’ that
differ in the ith entry (i.e., z; # ¥} and x; = 2 for j €
[7]\{7}) and let p1; and p;} be the distributions of the W, when
algorithm runs on z and 2, respectively. Let ¢t = 7~ 1(i) (or
equivalently (t) = ). Clearly, y1; = pj for all j € [t — 1].
Also, pr = pe—1Ky and pf = py—1 K} where K} is the Markov
kernel associated with the map w + proj, (Vi (w) — ni0¢Z;),
where

Ul (w) = w —n,Vl(w,x}).

In light of (3), one concludes the algorithm is (e, d)-DP if
Ec(ur||p) < 4, for all ¢ € [n]. By definition, we have

Ec(urllpy) < Ec(ur—1llwp—1)n-(Kr)

Algorithm 1 Federated learning with a trusted aggregator

1: Input: Dataset {z1,...,7,} € R", learning rate {n;},
batch size m, noise variance {07}, initial distribution 1
2: Choose Wy ~ g
3: fort=1to T do
Take batch B; C [n] of size m uniformly without
replacement , )
5. Local update: W/ |, = n,[V{(W;_1,z;) + 0:Z]],
Vj € B, and Z] ~ N(0,1)
Upload: W/ _, is sent to aggregator
Model aggregation: aggregator updates the model pa-
rameter as W; = proj,(Wi—1 — -2 > cp, WY)
8: end for
9: Output: W

< Ec(pr—2llwp—o)ne (Kr)ne (Kr—1).
Applying this for 7' — ¢ times, we obtain

T
E(urlpr) < Ec(uellpy) T ne(K;)
j=t+1
= Ec(ue—1Killpe—1K}) H ne(K;)  ®

Jj=t+1

Consequently, the computation of § boils down to computing
the contraction coefficient of projected Gaussian kernels and
E.-divergence between mixture of projected Gaussian distribu-
tions with the same variance. The former can be tackled via
Lemma 2. The latter, however, involves Jensen’s inequality
(recall that (u,v) — Ec(u||v) is convex), the data processing
inequality (to get rid of the projection operator) and Lemma 1.
We will elaborate further in the next section where we prove
the main result.

B. Batch of size m

Here we assume at each iteration, the aggregator shares the

global update with m users. In this setting, 7' = > and, in

lieu of permutation, we define a mapping which assigns each
i € [n] to a single batch.

Theorem 2. Let the loss function w — £(w, x) be convex, L-
Lipschitz and [3-smooth for all x € X and also n < % Then

Algorithm 1 is (,6)-DP for € > 0 and
(o)
UL

0 0
Z (\/> ma t> H
where 0. is defined in (6). In particular, if n, = n and o, = o

j=t+1

for all t € [T, we have
A "
5=%95<\/2mg) 19((;%% .

The proof of this theorem (and other results) are give in [37].
Note that the convexity and smoothness of (-, z) are used in




the proof of Theorem 2 only to obtain an upper bound for
[T (ball(p))||. This was shown via standard results in convex
analysis (e.g., Prop 18 in [16]) that state w — w —nVe(w, x)
is contractive for n < % if ¢(-,x) is convex, L-Lipschitz,
and [B-smooth; thus || U, (ball(p))|| < 2p. However, one can
easily show that in the absence of convexity and smoothness,
[, (ball(p))]| < 2(p + mL). Therefore, the convexity and
smoothness can be relaxed in Theorem 2 at the price of
looser and more tedious bound. On the other hand, if the cost
function is strongly convex, then Theorem 2 can be improved
as, in this case, w — w — nV{(w,x) is contractive with
Lipschitz constant strictly smaller than 1 (see, e.g., Theorem
3.12 in [38]). In Fig. 2, we demonstrate the privacy parameters
obtained from Theorem 2 for n; = 0.5, oy = 1.5, and different
sub-sampling rates ¢ = 0.1,0.2,0.3. As illustrated in this
figure, the more users are involved in each iteration, the higher
the privacy guarantee is.
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Fig. 2. Differential privacy parameters of Algorithm 1 for different
sub-sampling rates according to Theorem 2. The parameters of
algorithm are as follows: n =0.5,L =1,p=1,0 = 1.5,n = 100.

IV. PRIVACY-UTILITY TRADE-OFF

In this section, we apply the technique in Section III to study
the convergence rate of private SGD (Algorithm 1), which
is the main utility function we concerned. In particular, we
consider two canonical data generation scenarios.

« Distributional SGD (stochastic optimization): each local

sample X is drawn identically and independently from
an unknown source Px, and the goal is to minimize

F(W) £ Ep, [((W, X)] + (W), ©)

for some loss function £(-) and regularization r(-).
« Distribution-free SGD: each X; € X, and the goal is to
minimize
RS
F(W) = — ;E(W, X;) +r(W). (10)
Note that in the standard SGD setting, the sever observes a lo-
cal unbiased estimate of gradient vector VF' (W) at each itera-
tion ¢ and updates the global model W, accordingly, so as long
as we select user uniformly at random 4, "< uniform(n), there
is no difference between distributional or distribution-free
SGD. However, due to the privacy constraint, in Algorithm 1

each user ¢ is picked randomly but without-replacement, so
the updates are no longer (conditional) unbiased, making the
traditional analysis on SGD failed.

A. Distributional SGD

By applying standard SGD convergence results (for instance
Theorem 1 in [39]), we obtain the following utility guarantee:

Corollary 1. Suppose W C B({2,p) and that F(W) £

Ep, [6(W,X)] is X strongly convex and [ smooth on W,

with |VF(W)||2 < D? and Varp, (VE(W, X)) < G2. Let

T 2 - and WT be the output of Algorithm 1. Then by
and o, = o, we have

choosing n, =
28 (D2 + G2+a2>
A2T
28 (mD? + G* + 0?)
A2n '
Moreover, by Theorem 2, Algorithm 1 satisfies (e, d)-DP

with
T
2
() T ()
Jj=t+1
2pAn @

2L )1 -(%)
)
where the inequality is due to 7; < nr and the monotonicity

of 7 — 0.(r). Therefore we see that the price of privacy is
an additive term o?/n in the convergence rate. Notice that

7

E[F(Wr) - jnof F(W) <

5:@i
n t=1

< 20, (i

a straightforward upper bound on (11) is 95(%} so this
implies one can get stronger privacy guarantee by increasing

either noise level o or batch size m.

B. Distribution-free SGD

In general, the local data at each local device is typically
highly heterogeneous, so the distribution-free setting captures
the feature of federate learning better. However, since in
Algorithm 1 each user is selected without replacement at each
iteration, the resulting local gradient vector is no longer an
unbiased estimate of the global gradient, making the traditional
SGD convergence analysis fail. Nevertheless, borrowing the
idea from [20], we show that sampling each user without
replacement does no harm on the convergence rate compared
to the classic SGD (i.e. with-replacement SGD).

a) Utility guarantee: We start with the following con-
vergence result:

Corollary 2. Suppose W C B(la,p) and that F(-) =
LS~ fi() is X strongly convex on W. Assume fi;(W) =
LW, x;)) + (W) where |x;|| < 1, r(-) is possibly
some regularization term, and { is L-Lipschitz and [3-smooth
on{z:z=(W,x),W eW, || <1}. Furthermore, suppose
supy ey |V fi(W)| < G. Then choose n; = 5, m =1 and



let Wy be the model after t-th round in Algorithm I, we have
(for a universal constant c)

E [iZF(Wt) — nf F(W)
((L+uB)2 +G2) 08(T) S o

Remark 1. Note that Theorem 2 is essentially the result of
Theorem 3 in [20], except that now we replace the update
rule Wiy = Proj, (Wt—ntVfg(t) (Wf)) with Wy, =
Proj, (Wi — m (V forry (We) + 012y))

To extend Corollary 2 to batch-size m, simply rewrite

1 11 -
*Ezi:fi(')*f; EZ]‘}() *f;Qt(')v

1€ By
A . .
where 7" = - and B; is a random size-m batch selected

without replacement. Then the update rule in Algorithm 1 can
be viewed as

. 1 j
Wt+1 = PI’ij Wy — Nt Vga(t) (Wt) + E Z UtZtJ R
JEB:

and applying Corollary 2 yields

1 X

72 Fn)
t=1

((2+uB)? + G2) 10g(T) L Sune?
AT mT
m ((L + uB)? + G2) log(n/m) S, o
n + .

— inf F(W)
Wew

<ec

=C

b) Privacy guarantee Corollary 2 only ensures the
convergence of ~ 37| F(W,) instead of the output Wr.
Notlce that 1f we replace the output of Algorithm 1 with
w2 T Zt 1 W4, the privacy guarantee in Theorem 2 will
no longer hold. To address this issue, we consider a randomly
stopped version of Algorithm 1 as in [19], where after running
7 ~ uniform(T") rounds of update, we stop and return W,. I
this case, the output satisfies E[W,] = 1 Zthl W, so the
convergence result in Corollary 2 holds.

Motivated by the [19, Theorem 5], we give the following
privacy guarantee for the randomly stopped version of Algo-
rithm 1:

Corollary 3. Let T £ 2 and 7 ~ uniform(T). If we run
Algorithm 1 for T rounds and return W, then W, satisfies
(e,8)-DP with

- () o ()

=1 t=1 Jj=t+1

. A . A .
Moreover, if n* = minsc[r)n: and o = mingg (7] o, then we

can also pick 6 as

T 167 ( p/m )
1 2L o*
= —0 E _— 12
T2 E(vma*)f_ll—&(zp 2) -
For the parameters given in Corollary 2, we have n* = 5,

so if we pick o7 = \/n and plug into (12), we obtain
T Apn

5oLy (2L \y 1 -6 (jmpa)

_T2 € \/mo.* = 1— 95 ( 2Xpn )

mo*
T 1—
1 2L
< —0
<mt- () 5

and by Corollary 2, the convergence rate is o] (ﬁ \Y —).

n

We close this section with a few remarks in order. In
Corollary 1 and Corollary 2, we assume the loss function
to be strongly convex (which generally holds if we add a
regularization term r(W)). One can remove this assumption,
as in standard SGD convergence analysis (e.g. Chapter 14 in
[40]), and obtain O rate (instead of O (4)). Secondly,
comparing Corollary 1 with Corollary 2, we see that the
advantage of having i.i.d. property on local samples includes
1) we no longer need to randomly stop Algorithm 1 to
obtain the averaging + >, F(W;), and 2) the loss function
£(-, x;) does not need to take the form ¢((-, x;)). Finally, the
randomly stopped version of Algorithm 1 can be replaced
with a-suffix averaging [39], that is, the stopping time 7 is
chosen 7 ~ uniform (o7 : T) for some « € (0,1). This can
potentially improve the privacy guarantee (12) in Corollary 3
by a constant factor.

V. CONCLUSION

In this work, we introduce a new approach for computing
differential privacy (DP) parameters via contraction coefficient
of Markov kernels under a certain f-divergence, namely E.-
divergence. In this approach, we interpret federated learning
algorithm as a composition of several Markov kernels and
express the DP privacy parameters as the product of contrac-
tion coefficients of such kernels. The main assumption is that
the algorithm releases the model update only after a certain
number of iterations are passed; thus no composition theorems
are required. The proof technique relies on a technical theorem
that establishes a close-form expression for the contraction
coefficient of general Markov kernels under E.-divergence.

This approach can be adapted to study the the more typical
scenario where the model updates get released after each
iteration. The privacy analysis in this case amounts to deriving
the contraction coefficient of a Markov kernel that is obtained
by tensor product of all T kernels, i.e., a kernel with T-tuple
input and output, under E.-divergence.
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APPENDIX

Proof of Theorem 1. This result was originally proved in [19]. Nev-
ertheless, we provide the proof here for the convenience.

Given two probability measures p and v defined on ), define

¢(y) = (u(y) — e“v(y))+ and ¢'(y) = (—p(y) + € v(y))+ for any
y € V. Note that since £||u — e“v|[1 = Ec(u|v) + 2(e° — 1) and
lolli = Ec(ul|v), it follows that ||¢’ ||+ = Ec(p]|v) +€° — 1. Letting
E. denote E.(u||v) for brevity, we can write

14K = e“vK|[x = [[(n(dy) — e (dy))K]

[ (utaw) - efv(dy))K(y)\

—/y’/ qb(dy)K(y)—/ ¢’ (dy")K(y")
|¢” =1l [ ¢|¢,H
/ o (/ ) [ ek

ol
“1#) ( o) g

ol )/d)IWII ‘

max K(y) — ||&'||IK

< ma /y 61K () — 161K 13
—ma [ [Eek(s) = (B + ¢~ DKG)
<EmaX/’K ) = K@Y+ (T - D1 —E). (14

Notice that it follows from the definition of E.-divergence that

/|d/LK—6 Z/K)|—7(6 -1).
Consequently, we obtain from (14) that
Ee (uK[[vK) < Be(u]|v) max E-(K@)[K(y),

and hence 7. (K) < max, , E<(K(y)||K(y')). Now we show that
this inequality is indeed an equality. Fix y1 # y2 € Y and 6 € (0,1).
Define p15 = 0l{y03+6ly,} and vs = (de™°)I(y3+(1—be )iy,
where § :== 16, yo & {y1,y2} and I} is the indicator function. It
is easy to verify that E. (us||vs) = 6. We also have usK = 6K(yo) +
0K (y1) and vsK = (0/e®)K(yo) + (1 — 6/€°)K(yz2). Hence, by (2),

E(usklvak) = [ [alK(wn) - K2)0)]
= LK) K

€=1). Therefore, we obtain that

s(uaKHVaK)
Ee(psllvs)

E. (uK||vK) =

+

where & :=log(1 + ¢

ne(K) > = Ez(K(y1)IIK(y2))-

By continuity of € — E.(u||v), we obtain from above
1e(K) > lim Ee(K(y1)[[K(y2)) = Ee(K(y1)[[K(y2))-

Since y1 and y» are arbitrary, the desired result follows. ]

Proof of Theorem 2. Consider two neighboring datasets x =
{z1,...,; 20} and ' = {z1,...,Tiz1, T}, Tit1,...,Tn}. Let
and p; be the distribution of W; the output of the tth iteration
when running on x and z’, respectively. To derive § for any given
e, we need to compute E. (/LTH/J,T) Let 7 : [n] — [T ] specifies an
assignment of users to each batch, i.e., (i) = t if i € B;. Note

that p; = py for t < m(i). We now identify each iteration with a
projected Markov kernel. At iteration ¢, the aggregator generates

W, = projp(wH — LN VWi ) - atZt)
JEBt
2
where Z, is now standard Gaussian random variable and 62 := "t Ie

Hence, iteration ¢ can be realized by K; a projected Markov kernel
associated with the mapping w > proj,(¥;(w) — 5:Z;) where

_ e A
- Z Vi(w,xj).

j€EB:

\I’t (U}) =

Notice that K; receives W;_; and generates W; both taking values
in ball(p). Due to the strong data processing inequality (see (8)) and
convexity of (u,v) — Ec(p||v) for any e > 0, we can write

T
) = Ee(uelluz) JT me(K

Jj=t+1
(ellist) H e (K
j=t+1

Ec(ur|lpr)

T
<D Pr
t=1
T
Z (15)
To compute a bound for 4, it thus suffices to compute 7. (K;) for
j € [T] and E.(pe||pt) for ¢t € [T]. We begin by computing 7. (K;)
for j € [T as follows

ne(Kj) = sup  Eo(Kj(w1)[|K;(w2))
w1, w2 Eball(p)
< sup ( )Ea(N(‘I’j(lUl%5]21)”/\/(‘1’]'(“)2)7551))
w1 ,wo Eball
’ (16)
sup Ec (N (wn, Eff-I)HN(wz, &?I))
w1, w2 €V (ball(p))
_ Qs(ﬂfj(bf”(p))) a7
0;
2p
<0-(3) (18)
— 0. (2”?/5) (19)
1503

where the equality in (17) follows from Lemma 1 and (6), the
inequality in (16) is due to the data processing inequality:

E- (proj, (N (¥ (w1), 6 HPrOJp(/\/(‘I’j(wz% 531)))
< EE(N(‘I’J'( 1), 85D N (W5 (w2), 531)),

and finally, the inequality in (18) follows from the following two
facts: (1) Since the loss functions w +— £(w,x) is convex and S-
smooth for all € X, then w — w — V{(w, ) is contractive for
n < % (see e.g., Prop 18 in [16]) and so is w — ¥;(w); and (2)
The map r — 0 (r) is increasing.

Next, we compute E.(p||pt). Note that

it = / o1 (dy)Ke(y).
ball(p)

Since 7 (¢) = ¢, data point z; € By. For this batch, we define
v =w — ﬂ[ ; ; }
t(w) w m VZ(U&CL‘Z) + Z VE(’[U,SUJ) ’
JEB\ {4}

and the corresponding Markov kernel K) associated with w +
proj,, (U (w) — 5 Z;). It follows that

e = / pe—1(dy)Ki (y).
ball(p)



The convexity of (y, ) — E<(u||v) implies

Ex (elli) < / E+ (Ko () 1K) (4) o1 (dy)

< / E. (N (W4 (), 52D N () (1), 67D 01 (dy) (21)

(20)

v, —
:/05 M)Mi—l(dy) 22)
<0 (if::) (23)
2L
<o (2)

where (20) follows from Jensen’s inequality, (21) follows from the
data processing inequality, (22) follows from Lemma 1, and finally
(23) is due to Lemma 2 as follows: for any y € ball(p)

1:(y) — T2 (y)ll = H%(W(% ;) — VU(y, 7))
2L’I’]t

<

where the inequality is due to the fact that w — f(w,z) is L-
Lipschitz for all z € X and hence ||V{(w, z)|| < 2L.
Plugging (19) and (24) into (15), we obtain

E. (ur i) <qze (Z2) 1] o (207,

o
j=t+1 A

Assuming 1, = 1 and o, = o for t € [T, the above upper-bound
can be simplified as

T
E-(urll) < a0 (2Y™) S o7
t=1

— w0 (QL\/E ) no
TP — o (20vm
1—0-(=5%
The desired result then follows by invoking (3). [ ]

Proof of Corollary 2. Observe that
E [|[Wesl3]
=E [”Projp (Wi =ne (Vo) (W) + 0:24)) ||§]
<E [[We =m0 (Voo (W) + 020 |[3]
<E [HWt — eV fo ) (Wt)Hﬂ + 07K [||oe Ze||5]
<E [|We|*] = 20eE [(V fo(ey (We), We)] + 07 (G* +07) -

Follow the rest of the proof in Theorem 3 of [20], we obtain the
desired result. ]

Proof of Corollary 3. Following the analysis in Theorem 2, let pi-
and p. be the distributions of W, with two respect to two neighbor-
ing datasets = and z’ which differ at the i-th item. Then we have

E- (sr 1)
1 & 1 T
= E. (TZMTIITZM/T)_ Z (pr i)
T=1 T=1 =1
w1 L
ST Lpi<ry Pr(m(i) = t)Ee (|t H n(K;)

- j=t+1

Il
R

EYYE

T=11

(pellat) H e (K

Jj=t+1

Sﬁiie (ffat)

where (a) follows from Jensen’s inequality and the convexity of E.,
and (b) is from (19) and (24). If we set * £ min,c77; and o™ £
minger) o, then Ec(pu-||pe) can be further bounded by

By () I e (20

7=1t=1 j=t+1

e (S ()

[ o (247)

o
J=t41 1i03

I T 1-67 (21)*?*7”)
— %95 (V%O’*) .;1 1-0. (2:*ﬁ)
I T 1-67 (2*ﬁ>
— %95 <\/2ﬁ0'*> .;1 1-0 (2:*ﬁ) |
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