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SECTION 4: NEW CONCEPTS FOR A MORE SECURE FUTURE

Securing Nuclear Warheads
and Materials: Seven Steps
for Immediate Action

Matthew Bunn

the threat of terrorist groups with global reach, bent
on causing mass destruction, is not hypothetical but
real. Al Qaeda has been actively atterpting to get a nuclear weapon
capability based on stolen nuclear material or nuclear weapons.”
Nothing could be more central to the security of every nation there-
fore, than ensuring that nuclear weapons and their essential ingre-
dients are secure and accounted for, wherever they may be: insecure
nuclear material anywhere is a threat to everyone, everywhere.
In the lasgt decade, substantial progress has been made in im-
proving security and accounting for nuclear weapons and wea-
pons-usable nuclear material worldwide, both by states” own do-
mestic actions and through international cooperation. Thousands
of nuclear warheads and hundreds of tons of nuclear material are
demonstrably more secure than they were before, and through
programs such as the U.S.-Russian Highly Enriched Uranium
(HEU) Purchase Agreement, enough potentially valnerable bomb

T he attacks of September 11, 2001 demonstrated that
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material for thousands of nuclear weapons has been verifiably
destroved.” Since the attacks of September 11, 2001, the interna-
tional community has attempted to expand and accelerate these
efforts, In particular, following the September 11 attacks, the
U.S. Congress added hundreds of millions of dollars to U.S. co-
operative threat reduction programs, and the Bush administration
then reversed its earlier efforts to cut budgets for these programs,
For the fiscal year 2003, the Bush administration has proposed,
in effect, a “steady as you go” threat reduction budget (approxi-
mately 1 bio. USD in total, roughly the same as the last budget
President Clinton proposed, long before the September 11 at-
tacks).” As a result, the speed and effectiveness of the main U.S.
efforts in these areas are no longer primarily limited by money,
but rather by policy and leadership issues.

Despite these efforts, much, much more remains to be done than
has been done so far. To date, 1J.5.-Russian cooperative programs
have accomplished only initial “rapid upgrades” - such as bricking
up windows or piling heavy blocks on top of thaterial - of only 40%
of the weapons-usable nuclear material in Russia and comprehensive
secirity and accounting upgrades of only half of that® Less than
one-seventh of Russia’s stockpile of HEU (and stilt less of the U.S.
stockpile) has been destroyed, and virtually none of the weapons
plutonium in either country has yet been eliminated. While salaries
and conditions for nuclear workers and guards in the former Soviet
Union have notably improved, Russia plans to lay off tens of thousands
of nuclear weapons scientists and workers in the next few years, and
the infrastructure to provide jobs for these people has not yet been
created. HEU-fueled research reactors in countries around the world
remain dangerously insecure. Other nations are contributing far less
to resolving these problems than is the United States (though that
may change, if the recent G-8 surnmit commitments are fulfilled, as
discussed below). The International Atomic Energy Agency’s Ac-
tion Plan to prevent nuclear terrorism remains dangerously under-
funded (as does the Agency’s global safeguards system).™

Recommended Actions

In a report published in May, 2002, two co-authors and I re-
commended seven further steps for immediate action in U.S.-
Russian and international cooperation:®

Forging a Global Coalition to
Secure Weapons of Mass Destruction

Stockpiles of weapons of mass destaction (WMD) -~ not just
nuclear weapons but chemical and biological weapons as well - and
their essential ingredients exist in dozens of countries throughout the
world in both the military and civilian sectors, Hence, this is a pro-
blem that can only be solved through cooperation on a global scale.
‘We recommended that the U.S. and Russian presidents, along with
their colleagues from other leading states, should seek to forge a
global coalition to secure stockpiles of weapons of mass destruction
(WMD) and their essential ingredients everywhere. Participants would
pledge to secure and account for their own stockpiles to stringent
standards, cooperate to interdict WMD theft and smuggling, share
critical intelligence on these threats, and prepare to respond to WMD
threats and attacks. The initial step toward forging such a coalition
was taken with the June 2002 G-8 agreement on a “Global Partners-
hip Against the Spread of Weapons and Materials of Mass Destruc-
tion.”” Very high priority should be placed on transforming this first
step into an effectively functionmg international partmership to secu-
re these stockpiles as rapidly as practicable.
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Appointing One U.S. and One Russian Official to Lead
the Respective Countries’ Efforts
to Secure Nuclear Weapons and Materials

Today, there is no senior official anywhere in the U.S. govern-
ment with full-time responsibility for leading and coordinating
the entire panoply of efforts related to securing nuclear weapons
and materials - setting priozities, eliminating overlaps, seizing
opportunities for synergy - and keeping the mission of moving
these programs forward on the front burner, at the senior levels of
the White House, as Governor Ridge does for homeland securi-
ty.® The lack of such a senior leader leads inevitably to an uncoor-
dinated and increasingly bureaucratized effort.” We recommen-
ded that President Bush appeint a senior official in the White
House, reporting directly to- him, who has no other mission but
this - someone tasked to wake up every moming thinking, *“What
can I do today to keep nuclear weapons out of the hands of terro-
rists?” This senior leader should be given the authority and re-
sources needed to do such a job effectively, and should be tasked
with preparing an overall integrated plan tying the many efforts
together. Surely, unless we are going to have an entire Depart-
ment of Homeland Security, we should have at least one senior
person in charge of keeping the most devastating weapons out of
terrorist hands, in the first place. Russian President Putin should
make a similar appointment of a single leader; the need for im-
proved coordination and leadership of such efforts is, if anything,
even more urgent in Russia.

Accelerating and Strengthening Security Upgrades
for Warheads and Materials in Russia:

Every effort should be made to ensure, that all nuclear warheads
and materials in the United States and Russia are secured and
accounted for, to standards adequate to meet the likely threats as
rapidly as possible - and that they are secured in a way that will
last for the long haul. We recommended that the United States
and Russia jointly develop and implement a strategic plan to
accomplish all “rapid upgrades” of security and accounting for
warheads and materials, within two years and comprehensive
upgrades within four years, and take a series of steps to build an
accelerated partnership to achieve that goal.'¥ We also outlined a
number of steps to improve sustainability of the upgrades and
ensure that they were designed to be effective against post-Sep-
tember 11 threats. The United States and Russia have been taking
modest steps in these directions, but there is much more to be
done; without significant changes in approach, there seers little
hope of completing these upgrades for many years to come.

Launching a “Global Cleanout and Secure* Effort
to Eliminate or Secure Stockpiles
of Weapons-Usable Nuclear Material Worldwide

Currently there are hundreds of facilities in scores of countries,
that have platonium or HEU, anywhere from kilograms to tons.
Removing all of the weapons-usable material from the most vul-
nerable and impoverished of these facilities, where it is least likely
that effective security can be sustained for the long haul, should
be of high priority. Higher levels of security could be sustained at
lower cost, if the number of facilities were substantially reduced.
For example, there are an estimated 140 research reactors in
countries thronghout the world, stiil operating with HEU, and more
research reactors with HEU that are shut down but still have HEU
on-site.”? This number can and should be greatly reduced, with
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an approach that balances the continuing scientific needs, the
proliferation risks, the safety hazards, and economic costs:

For shut-down research reactors and other facilities with no
continuing need for their HEU, arrangesments should be made to
ship their fresh and spent HEU elsewhere for secure storage or
processing. This would address the proliferation concemn over
HEU widely dispersed at vulnerable facilities, the safety concerns
over the spent HEU, and the reactor operators’ concerns over spent
fuel management. (After September 11, when considering
texrorists for whom death is part of the plan, HEU in relatively
lightly irradiated and long-cooled spent research reactor fuel may
also pose a significant risk of theft and use in nuclear explosi-
ves.!? Tt should be recalled that Irag’s “crash program” to build a
bomb, after the invasion of Kuwait, called for making use of,
both fresh and irradiated HEU, from its research reactors.)

For research reactors that are currently operational, but whose
benefits no longer justify their costs and risks, shut-down assistance
and incentives - including research grants for work that no longer
requires the research reactor - should be provided. Arrangements
should be made to accept fresh and spent HEU fuel from these
facilities as well. As physical protection regulatory requirements
increase for facilities using HEU or plutonium, facilities whose
spent fuel may be usable in a dirty bomb, and facilities whose
location in urban areas increases the risk, if sabotaged - a significant
fraction of research reactors - may no longer be able to afford
continued operation. It may be desirable to work out regional
sharing arrangements for fewer, but more capable facilities, as
has been done with particle accelerators.

For research reactors for which there is a continuing need, an
expanded and accelerated effort should be made to assist in conversion
to LEU fuel. Recent development of 16 glec U-moly fuel should
make it technically possible to convert every research reactor in the
world, once development is complete.'® Here, too, take-back
arrangements should be made for fresh and spent HEU fuel. Efforts
toremove HEU from potentially vulnerable sites should #orbe limited
to the largest research reactors of over 1 megawatt thermal power.

Internaticnal cooperation to upgrade security and accounting
arrangements at those vuinerable facilities where HEU or separated
plutoninm will remain should be substantially expanded.

The recent success of “Project Vinca”, the removal of roughly
three bombs’ worth of HEU from a vulnerable facility in Yogoslavia,
demonstrates the need of what still has to be done for many more
facilities throughout the world. But for many facilities, the HEU at
their sites is a substantial part of the reason for them to continue to
exist and receive funds, as there are understandable concerns about
the future of those facilities and the people who work there, if the
material is removed. Hence, providing incentives, tailored to the
needs of each facility, will be a fundamental element of success in
any effort to remove the material from the most vulnerable sites around
the world. The history of Project Vinca and its predecessor Project
Sapphire (which airlifted nearly 600 kilograms of HEU to the United
States from a vulnerable site in Kazakhstan in 1994) demonstrates
this reality: in both cases, incentives that ended up costing miflions of
dollars had to be offered to the relevant facilities and institutions, to
gain agreement for the material to be removed. (In Yugoslavia’s
case, this included help with managing the spent fuel and radicactive
contamination at the site; in Kazakhstan’s case, the incentives inclu-
ded a variety of threat reduction projects at the specific facility and
elsewhere, which provided work for a significant number of relevant
experts and workers.)
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Both Project Vinca and Project Sap-
phire, required well over a year of secret
interagency and international negotiations,
to be implemented. Project Vinca ultimate-
ly required the Nuclear Threat Initiative, a
private U.S. non-governmental organi-
zation, to provide 5 mio. USD, because none
of the U.S. govemment agencies involved
had authority to spend their funds cleaning
up another country’s spent fucl. After Sep-
tember 11, the world can no longer afford
such delays or such reliance on private ge-
nerosity.

Hence, we recommended that a flexible
new program be established, funded at ap-
proximately $50 million per vear for seve-
ral years, which would (a) provide a range
of targeted incentives to facilities around the
world to give up their highty enriched ura-
nium or plutonivm, and (b) implement ra-
pid security upgrades at facilities where the-
se materials would remain. In combination
with the ongoing effort to upgrade security
and accounting for nuclear material in the former Soviet Union
(and consolidate such material at fewer facilities), such an ef-
fort could eliminate the most urgent risks worldwide, within a
few years. Building the necessary sensitive security partner-
ships with countries around the world will be a difficult but es-
sential task that will have to be approached one country at a
time,

Important parts of this mission are already underway. The
Reduced Enrichment for Research and Test Reactors (RERTR)
program has been highly successful in converting reactors to
use low-enriched fuels, and a very large fraction of the U.S.-
supplied facilities with HEU are eligible for the U.S. take-back
offer (over 100 facilities around the world are on the U.S. eligible
list). The United States, Russia, and the JAEA are now working
in a tripartite initiative to undertake a similar take-back effort
for Soviet-supplied facilities with HEU, which, if successful,
will address some of the most worrisome facilities. What is
needed on the U.S. end, is a single program that integrates such
efforts, and puts expertise, legal authority, and money to do what
it takes to get these vulnerable stockpiles removed in a single
set of hands.

Leading Toward
Stringent Global Nuclear Security Standards

Terrorists and hostile states will steal nuclear material from
wherever it is easiest to get, and buy it from anyone willing to
sell. Hence, vulnerable nuclear material anywhere is a threat to
everyone, everywhere - and the intemational community has an
overwhelming interest in ensuring that each state with weapons-
usable nuclear material carries out its responsibility to secure
that material. Yet today, there are no binding international
standards for the security of weapons-usable nuclear material,
and national practices vary enormously. It is difficult to argue,
for example, that there is a country in the world, for which an
attack by a small group of well-armed and well-trained terrorists,
possibly in collusion with an insider, is not a realistic threat - yet
many security systems for nuclear materials around the world
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would not be able to handle such a threat. While there is near-
unanimity among senior political officials and military officers
that potential bomb material everywhere must be protected
according to stringent standards, at the expert level, where such
negotiations are carried out, concerns over national sovereignty,
protection of secrets, and potential costs to nuclear facilities have
so far stymied efforts to agree on stringent international
standards. Current negotiations to amend the Convention on
Physical Protection of Nuclear Material to expand its coverage,
ranging from in-transit materials to domestic materials, for
example, now appear highly unlikely to result in an agreement
on any internationally accepted standard for nuclear material
security, ¥

An alternative to formal treaty negotiation at expert level
would be high-level joint political commitments of a group of
interested states, to protect their own nuclear materials to strin-
gent standards - including at least a common minimum design
basis threat, which each participant would be free to exceed,
and a number of other key principles, and subsequently encourage
(and assist) other states to do likewise. The recent G-§ Global
Partnership Against the Spread of Weapons and Materials of
Mass Destruction, which agreed that all participants would
provide “appropriate” and “effective” security for their nuclear
materials and help other states to do the same, could form the
nucleus of such an effort. In particular, a further statement from '
the G-§, that they would each protect their weapons-usable
nuclear materials to at least an agreed minimum design-basis-
threat and be prepared to discuss assistance to other states wilking
to join them in making that commitment, could provide (a) &
strong incentive for states to join an agreement on a stringen
standard, (b) develop a mechanism for targeting physica
protection assistance where it may be most needed, and (c) allow:
for substantial flexibility of each state in how precisely to meet:
the agreed standard. The prospect of such a political-level initi-
ative leading to rapid action in improving security for nucle
material where it is most needed, seems far better than th
prospect of formal treaty negotiations to that effect,
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Accelerating the Blend-Down
of Highly Enriched Uraniom
We urged the Bush Administration to begin negotiations with
Russia on an accelerated approach to destroying Russia’s excess
bomb uranium, in which tens of tons of additional material would
be blended and stored each year, for later sale. We called on
Congress to appropriate approximately 50 mio. USD to fund the
first year’s accelerated blending. President Bush and President
Putin, at their May summit, established a working group to explore
expanded blend-down. The U.S. Senate’s version of the defense
authorization bill would authorize the Department of Energy to
redirect 40 mio. USD from other appropriated funds for such a
program.

Creating New Revenne Stream
for Nuclear Security

We recommended that new revenue streams be developed to
supplement on-going government expenditures for securing
nuclear weapons and materials in the former Soviet Union, such
as a “debt for nonproliferation” swap, or a set-aside of revenues
from spent fuel imnports, if an acceptable approach to such imports
moves forward. The G-8 summit in June, 2002, pledged $20
billion for such efforts over 10 years, some of it potentially in the
form of debt for nonproliferation swaps, which were explicitly
authorized as part of the package in the summit agreements.’

Conclusions

The time for action is now. Immediate further steps are needed
to ensure that all of the tens of thousands of nuclear weapons and
hundreds of tons of weapons-usable nuclear materials around the
world are secure and accounted for. Accomplishing this as rapidly
as possible, must be a top security objective of the entire interna-
tional community. After September 11, “business as usual” is
simply not good enough.

The Ieaders of the major states in the international system
should be asking themselves, “On the day after a terrorist nuclear
attack, what actions would we wish, we had taken to prevent it?’
- and start taking those steps before disaster strikes.’® The steps
outlined in this paper could be at least the beginning of such an
agenda.
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