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Thinking about How Many Guards Will Do the Job

Matthew Bunn™

1. INTRODUCTION

Scott Sagan has provided a fascinating theoretical
treatment of the problem of how many guards to as-
sign to protecting nuclear facilities (Sagan, this issue).
Sagan’s analysis clearly demonstrates that it is wrong
to think about the problem as though the guards were
redundant technical components of a system who do
not affect each other’s performance. Although Sagan
does not draw out the broader implications here, the
issues he raises arise in a far wider array of situations—
in virtually any system where there are decisions to
be made as to how many people to assign to security-
critical or safety-critical tasks.

Indeed, there are several additional reasons, not
mentioned by Sagan, to believe that guards’ per-unit
effectiveness may be reduced as more guards are
added, particularly if the addition is done in a hurry:

e [f the increase in number of guards on duty
is accomplished simply by making the existing
guard force work longer hours, the guards may
be overtired and the imposition may reduce
their morale.

e Pressure to hire more guards quickly may lead
to reduced intensity of background checks,
lowered standards for accepting individuals
into the guard force (particularly as large num-
bers of facilities compete with each other for
potential recruits in order to meet new stand-
ards), and decreased training time—all of
which could reduce average individual effect-
iveness (and, in the case of background checks,
increase the danger of ending up with an in-
sider attacker as a member of the guard force).
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e Facilities concerned about the impact on prof-
its resulting from increases in the guard force
may have more incentive to hold down salaries
and benefits, which could reduce guards’ cru-
cial belief that they are valued members of a
team working toward a common objective.

There is some evidence, based on interviews with
members of guard forces and other sources of in-
formation, that all three of these effects have in
fact been occurring at some U.S. commercial nu-
clear power plants since the Nuclear Regulatory Com-
mission (NRC) ordered increased security measures
following the 9/11 attacks (Project on Government
Oversight, 2002).

As Sagan acknowledges, however, his arguments
(and, by extension, the additional ones just offered)
only prove that the problem of guard force size needs
to be thought through carefully; they do not demon-
strate that there would not be a substantial security
benefit from adding more guards at nuclear plants
and other dangerous industrial or military facilities in
the United States and elsewhere. In short, Sagan pro-
vides a warning, but does not actually recommend that
guard forces should not be increased. To determine
when and where guard forces should be increased,
three key issues in particular would need to be
addressed:

e Whether there are factors that would point
toward increased, rather than decreased, per-
unit effectiveness as the number of guards is
increased;

e Whether the factors Sagan has identified, or
other factors reducing per-unit effectiveness
with increasing guard force size, are in fact
strong enough, at the particular points on the
curve of guard force size vs. effectiveness that
now exist, to greatly reduce the value of adding
additional guards (or even to make the change
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from adding more guards negative rather than
positive); and

* Whether a percentage “effectiveness” in de-
fending against an unspecified (and presum-
ably unchanging) threat—which by definition
cannot be higher than 100%—is the right way
to think about the problem.

Fortunately, in making practical policy decisions
regarding the number of guards to assign to different
types of critical facilities, the world does not have to
rely solely on reasoning from first principles: it is pos-
sible to collect limited, but nonetheless helpful, real-
world data on the performance of guard forces as a
function of their size, which can contribute to identi-
fying the most effective approaches to securing such
facilities. More broadly, of course, as Sagan’s article
makes clear, a broad range of technical and organiza-
tion factors in addition to guard force size affect the
capability of security systems to provide protection
against particular levels of threat.

2. FACTORS THAT MAY LEAD TO
INCREASED PER-UNIT GUARD
EFFECTIVENESS

While Sagan identifies a number of factors that
might lead to reduced per-unit guard effectiveness as
the size of guard forces increased, there are also fac-
tors that might point in the opposite direction.

For example, currently the guards at some U.S.
nuclear power plants feel that if terrorists ever at-
tacked, they would be hopelessly outgunned, and
there would be no point in sacrificing their lives in a
hopeless cause—therefore, they say they would prob-
ably run, and they expect that their colleagues would
as well (Project on Government Oversight, 2002). If
the guard forces were increased (in numbers and capa-
bilities) to the point that they felt they would definitely
be able to fight off a plausible terrorist attack success-
fully, one would expect they would be much more
likely to stand and fight. The military literature is re-
plete with cases of forces that saw themselves as com-
pletely outnumbered and outgunned breaking and
running—in Sagan’s terms, having their per-unit effec-
tiveness collapse to zero. (The more unusual case, in
which a seriously outgunned unit decides to stand and
fight, is the subject of countless books and movies.) In
this case, it is the perception held by the guards of the
likely balance between the defense force’s capabili-
ties and the capabilities of terrorists who might attack
that is critical to effectiveness.
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Similarly, while Sagan points out correctly that
having more guards increases the chance of having
someone cooperating with the terrorists among the
guards, having more guards may also make it possi-
ble to deal with such an insider threat more effec-
tively. With a small group, for example, there might
not be enough people to allow the use of a “two-
man-rule” on critical guard functions, whereas with
a larger group, there would be enough people to en-
sure that where a single insider could cause a catas-
trophe, two (or more) people were always present.
(Such a two-man rule is routinely enforced in handling
nuclear weapons; indeed, Russia’s nuclear weapons
guard forces employ a three-man rule.) Along the
same lines, while one insider might represent a catas-
trophic “common-mode” failure for a small guard
force, as Sagan describes, it probably would not for
a larger guard force, which had more dominant supe-
riority over the attacking terrorists. If the guards are
five people fighting three attacking outsiders, and one
of the five defenders turns out to be on the attackers’
side, the guard force is likely to be in serious trouble,
but if the guard force has 20 people fighting the same
number of outsiders, a single turncoat among the de-
fenders should not be able to make much difference
in the outcome.

3. QUESTIONS ON THE STRENGTH
OF THE FACTORS

Sagan uses a number of figures to demonstrate
what the effect of the negative factors he describes
would be if certain strengths of those negative factors
are assumed. But there is no data publicly available
on what the strengths of these factors really are, at
various guard force sizes. The reality is that we do not
know what the shape of the curve of “guard force ef-
fectiveness as a function of size” is—and that shape
may well be different for different types of facilities,
different national and organizational cultures, and
SO on.

Fig. 1 shows the impact of changes in Sagan’s
assumptions. Sagan’s “shirking” model is a subtrac-
tive one, in which adding each additional guard sub-
tracts 15% from the effectiveness of each member
of the guard force. Total guard force effectiveness
collapses to zero at six guards, the point at which
individual effectiveness also reaches zero (having
started at 75%). Simply modifying this to a multi-
plicative model with the same percentage—that is,
adding each additional guard multiplies the individ-
ual effectiveness of each guard force member by one
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Fig. 1. Effect of varying assumptions on unit effectiveness as a function of guard force size.

minus 15 percent—changes the picture dramatically.
As shown in the dotted line in Fig. 1, effectiveness
now rises far above its peak in Sagan’s model, and
while it declines eventually, it never collapses. Such
a multiplicative model is more plausible than a sub-
tractive one, as the existence of large numbers of
facilities around the world secured with large num-
bers of guards suggests that those with experience
securing such facilities do not believe that individ-
ual effectiveness collapses to zero at just a handful of
guards.

If the multiplier is 0.95—so that each additional
guard reduces his or her colleagues’ effectiveness by
only 5%—then effectiveness rises rapidly to essen-
tially 100% and remains there until the guard force
size is well off this chart. This is shown in the dark
gray line in Fig. 1. Finally, one could imagine models
that were more dramatically different from Sagan’s.
For example, one might assume that the effectiveness
of a single guard in protecting a large nuclear facil-
ity would be very low, and this per-unit effectiveness
would improve as more guards were added (for the
reasons alluded to above), until eventually it reached
a peak and began to decline, as the positive per-unit
benefits of adding more guards began to be over-
whelmed by the negative impacts Sagan describes.
The light gray line shows a version of such a model
in which initial per-unit effectiveness is 10%, which is
multiplied by 1.2 for each member of the guard force
until the force reaches 10 members, at which point it
begins to decline, being multiplied by 0.95 with the ad-
dition of each further guard force member. As can be
seen, this model suggests a dramatic security improve-
ment from adding more guards, going quickly from

only 10% to almost 100% at nine members (a point
at which individual effectiveness is still only 43%).

Obviously, these curves have very different
shapes, with very different implications. Key ques-
tions to ask include: In the real world, is the shape
of this graph such that there is a peak, after which ef-
fectiveness declines (as in the first two lines of Fig. 1),
or alevel at which the curve flattens out and additional
guards offer little benefit (as in the second two lines)?
And if so, how big are current guard force sizes com-
pared to the size at which further increases would of-
fer little benefit (or might even reduce effectiveness)?
In other words, is there an elbow in the curve, and are
we there yet? From first principles alone, we have no
basis for judging the answers.

4. CONCEPTUAL PROBLEMS WITH
“EFFECTIVENESS” AGAINST
AN UNSPECIFIED THREAT

The conceptual structure of Sagan’s analysis is
based around the notion of individual “effectiveness”
combining to overall unit “effectiveness” in dealing
with an unspecified threat. While this approach offers
useful insights, it may not be the best way to con-
ceptualize the problem. Guard force “effectiveness”
depends on the threat the force is supposed to cope
with: a guard force that is highly effective against three
well-armed and well-trained attackers may be grossly
insufficient against 10. Hence, rather than being con-
ceptualized as increasing to an “effectiveness” close
to 100% against some fixed threat, security could be
conceptualized as increasing continuously—a larger
guard force might not provide much additional
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protection against a small threat, but would offer pro-
tection against larger threats that would not be possi-
ble for a smaller force.

The way this is usually addressed in nuclear secu-
rity systems is to define a specific magnitude of threat
that security systems (including, as one component,
the guard force) are required to be able to defeat, and
then require that facilities have systems designed to
have high effectiveness in defeating that “design basis
threat” (DBT).! The DBT is defined both in numbers
and in capabilities of likely attackers. The DBT, a fa-
cility’s defenses must meet depends on the dangers
the facility poses: U.S. nuclear weapons facilities, for
example, have a larger DBT (and hence larger guard
forces) than do commercial nuclear power plants, and
some lower-risk nuclear facilities have no regulatory
DBT at all. Setting the size and capabilities of the
DBT is inevitably a political process, balancing how
much facility operators will be required to pay for se-
curity against how much residual risk society will be
required to accept of an attack the security system
will be unable to defeat. After a highly contentious
process, for example, in April 2003 the NRC finally
increased the DBT for U.S. nuclear power plants, fol-
lowing the 9/11 attacks (Nuclear Regulatory Com-
mission, 2003); while the new DBT is classified, it
is reported to be far smaller than the four teams of
4-5 well-trained and suicidal attackers that struck on
September 11, 2001. As a general rule, the larger the
DBT, the larger the guard force required to be able
to be able to defeat it reliably.

In the U.S. system, the adequacy of the combi-
nation of security hardware and guard forces put in
place for a particular facility is assessed by two prin-
cipal means. The first is computer modeling, which
is used for both designing new security systems and
evaluating existing ones. For example, a commonly
used software package called ASSESS (the Ana-
lytical System and Software for Evaluating Safe-
guards and Security) includes a subcomponent (called

1 Designing, building, and operating a system that can reliably beat
a specified DBT tends to be more difficult to do than it sounds,
because rather than protecting against random natural hazards
and human errors (as one does to ensure the safety of a system),
one has to protect against intelligent human beings, who may
think of an attack strategy that did not occur to the designers of
the defensive system—and one has to fight against complacency
among those guarding against events that virtually never occur.
Thus, a considerable amount of creativity is required in designing
effective security systems, and mechanisms such as “red teams”
pretending to be attackers are often used to help identify potential
weaknesses. For a useful introduction to these issues, see Garcia
(2001).
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BATTLE) that specifically models battles between
terrorist attacking forces and guard forces to assess
the probability that the guard force will succeed in
fighting off an attacking force of a particular size
(Sandia National Laboratory, personal communica-
tions, 2002). This subcomponent is based on actual
data from past small-unit military engagements; it is
not explicitly designed to model factors that may re-
duce or increase per-unit guard effectiveness (though
if such factors affected the performance of the small
units in the data set, that would be included in
the model). Hence the predictable result is that in
ASSESS simulations, adding more guards increases
guard force effectiveness—and, as one would expect,
if the postulated attacking force is larger, the guard
force must also be larger to have a good chance of
winning the engagement.

The second method is exercises and performance
tests, in which mock attackers actually attempt to
break into the system; such tests could be used to pro-
vide at least limited data on the real-world impact of
factors such as those described in Sagan’s article on
guard force effectiveness as a function of size, as de-
scribed in more detail below.

5. SECURITY: MORE THAN JUST NUMBERS

As Sagan’s article makes clear, the effectiveness
of a guard force (and of the overall security system
of which it is a part) involves far more than the num-
ber of guards on duty at any given time. The system
must include effective measures to detect, delay, and
defeat potential attackers; after all, if attackers are
never detected, or are not delayed and so are able to
finish their attack before the defenders can respond,
the best guard force in the world will not solve the
problem. More broadly, however, security is a prob-
lem of organizational effectiveness—both among the
guard force and among all the other personnel at
the facility whose roles may be critical to achieving
high security. High security, like high safety, is some-
thing that results from both technology and organi-
zational culture; to engineer safety or security one
therefore has to think through the human-behavior
and organizational-response factors that affect safety
and security.?

2 As far as the author is aware, no in-depth analysis of the organi-
zational factors that contribute to high levels of security has yet
been published. An outstanding summary of the literature on how
organizational factors contribute to or undermine safety can be
found in Reason (1997).
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6. COLLECTING REAL-WORLD DATA

Fortunately, the world does not have to rely solely
on theoretical arguments that seem to point in many
different directions. While it is impossible to collect
much “real” data on the ability of guard forces of
various sizes to fight off terrorists (since such battles
do not happen very often), it is very possible to collect
data from tests and exercises.

Both U.S. nuclear power plants regulated by the
NRC and Department of Energy (DOE) facilities
(whose security is regulated by an internal DOE
body) are required to undergo occasional “perfor-
mance tests” to assess the ability of their security sys-
tems and guard forces to defeat an attack correspond-
ing to their DBT. To avoid people actually being shot
during the tests, both the attackers and the defenders
are equipped with nonlethal weapons similar to (but
more sophisticated and realistic than) those used for
“laser tag.” Hence there is always some lack of real-
ism in the tests, since the defenders are well aware of
when the test is occurring, and the fact that it is only
a test. Nevertheless, these tests have proved to have
enormous value, including in identifying weaknesses,
which are then addressed (Bukharin, 2000; Bukharin
et al.,2000). Informed by a theoretical understanding
of organizational factors to look for—and of which
factors (such as social shirking) are likely to be min-
imized by the artificial circumstances of the tests—it
would be very possible to collect data from the per-
formance of actual guard forces in such tests to help
resolve the questions Sagan raises.

7. RECOMMENDATIONS

From these considerations, several recommenda-
tions can be drawn:

* Assessments of how many guards are required
at particular dangerous facilities should be in-
formed by an understanding of the ways in
which force size may affect organizational ef-
fectiveness (and of the other major factors that
relate to organizational effectiveness).
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* Additional data should be drawn from ongo-
ing performance tests to assess the effect of
force size (and other key organizational fac-
tors) on guard force effectiveness, and this
data should be factored into computer mod-
els and other tools used to help determine ap-
propriate guard force sizes for particular facili-
ties. Exercise design for this purpose should be
done by teams independent of the actual guard
forces, who are unlikely to be willing to seri-
ously contemplate that factors such as social
shirking could significantly undermine their
performance.

® Nuclear facilities and other especially danger-
ous facilities should be required to be able to
defend against DBTs comparable to the capa-
bilities terrorists have already demonstrated
in recent attacks, using security systems and
guard forces designed and sized with tools in-
corporating the best theoretical understand-
ings and data available at the time.
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