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A data repository system for sharing and 
archiving research data

A solution for publishing FAIR research data

FAIR = Findable Accessible Interoperable Reusable



http://dataverse.org

Harvard Dataverse: 
Generic data repository open 
to researchers world wide
http://dataverse.harvard.edu

Dataverse repositories can serve a community,  an institution, an archive, ...

http://dataverse.org
http://dataverse.org
http://dataverse.harvard.edu
http://dataverse.harvard.edu


Dataverses contain datasets and other dataverses, 
datasets contain metadata and data files





What is needed for FAIR Data Publishing?

Data Citation       

• Persistent id to reference 
data uniquely

• Support for versions and 
fixity

• Attribution to authors 
and repository

Metadata

• Catalog to discover and 
locate the data

• Sufficient information to 
understand and reuse the 
data

Repository

• Digital access to metadata 
and data

• Archive and preservation 
for long-term access

• Interoperability through 
standards and APIs



Data Citation in Dataverse

Published 
Year Dataset Title

Global 
Persistent 
Identifier

Repository
= Data 

Publisher

Version (or 
time range)

Authors



Data Citation Basics 

Force11, Joint Declaration of Data Citation Principles; Starr et al, 2015

The dataset landing page is accessible and guaranteed by the repository 
(or data publisher), even when data are restricted or deaccessioned



Metadata in Dataverse

Citation Metadata
author, title, repository, 
year published, version, 

etc

• Dublin Core
• DataCite

Domain-specific 
Metadata

data collection info 
(methods, organism, 
observation, survey, 

experiment, etc)

• DDI (social sciences)
• ISA-Tab BioCaddie (biomed)
• Virtual Observatory (astro)
• + Custom metadata blocks

File-level Metadata

metadata inside the data 
file (variables, instrument 

details, geospatial info, 
etc)

• DDI (for variables),
• + more to be determined

Fields StandardsMetadata Level
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Information Extraction: Tabular Files

RData
Stata
SPSS
Excel
CSV

var 1 var 2 var 3

obs 1 2 a 0

obs 2 4 c 0

obs 3 6 b 1

obs 4 1 e 0

obs 5 2 a 1

obs 6 3 b 1

Variable Metadata:
Variable name, label, 
type, stats, geospatial 

coordinates

2 a 0

4 c 0

6 b 1

1 e 0

2 a 1

3 b 1

Data Values: 
Independent of format

Universal Numerical Fingerprint (UNF):
checksum on data values, from canonical format



Information Extraction: FITS (astro) Files

Header Metadata:
coordinates (R.A., 
declination), 
photometric info, ...

Data Objects:
• Image Files
•Spectra
•Data cubes
•Tables
• ...



In addition to data citation and 
metadata features, Dataverse 
has a rich set of features to 

support data publishing



Tiered Access

Open (default): 
CC0

Open Open Click to Download

GuestBook Open Open Fill in guestbook before 
download 

Terms of Use Open Open Click through terms of 
use before download

Data Restricted Open Restricted Request Access via 
click through

Data Restricted Open Restricted Request Access via 
application

Metadata Files How to Access



Data Publishing Workflows

Create Dataset
(landing page 
restricted)

Publish v. 1
Review 

(collaborators or 
anonymous reviewers)

Minor change 
(metadata only) Publish v. 1.1

Major change
 (might include 
new data file)

Publish v. 2



Learn more at dataverse.org guides 



Biomedical Dataverse: 
Supporting Large-Scale 

Datasets 





The Biomedical Dataverse at Harvard Medical School - 
also tested as a persistent repository for LINCS data 

(NIH Library of Integrated Network based Cellular Signatures)  

Collaboration with Piotr Sliz and Caroline Shamu (HMS) 



Data Access Alliance

• A National Data Service Pilot project to 
replicate the structural biology data in the 
biomedical Dataverse to multiple sites:

• Initial sites: SDSC, Argonne (Petrel)

• Transfer data across Globus endpoints

• Data close to computation resources 
(XSEDE)



An Additional Challenge 
for Data Publishing: 

Sensitive Data



Sweeney	  L,	  Crosas	  M,	  Bar-‐Sinai	  M.	  Sharing	  Sensi5ve	  Data	  with	  Confidence:	  The	  DataTags	  System.	  Technology	  Science.	  2015101601.	  
October	  16,	  2015.	  hGp://techscience.org/a/2015101601

The DataTags System

http://techscience.org/a/2015101601
http://techscience.org/a/2015101601


A datatag is a set of security features and access 
requirements for file handling.

A datatags repository is one that stores and 
shares data files in accordance with a 
standardized and ordered levels of security.and 
access requirements



Datatags&Levels&
Tag$Type$ Descrip-on$ Security$Features$ Access$Requirements$

Blue$ Public& Clear&storage&
Clear&transmission&

&
Open&

Green$ Controlled$
public&

Clear&storage&
Clear&transmission&

Email,&OAuth&verified&
registra:on&

Yellow$ Accountable& Clear&storage&
Encrypted&transmit&

Password,&Registered&,&
Approval,&Click&DUA&

Orange$ More$
accountable&

Encrypted&storage&
Encrypted&transmit&

Password,&Registered,&
Approval,&Signed&DUA&

Red$ Fully$
accountable&

Encrypted&storage&
Encrypted&transmit&

TwoDfactor&authen:ca:on,&
Approval,&Signed&DUA&

Crimson$ Maximally$
restricted&

Mul:Encrypt&store&
Encrypted&transmit&

TwoDfactor&authen:ca:on,&
Approval,&Signed&DUA&



DataTags Workflow in a Dataverse Repository
(under development)

Data$File$
Inges-on$

Sensi-ve$
Dataset$

Direct$
Access$

Privacy$
Preserving$
Access$

Automa-c$
Interview$$

Review$Board$
Approval$

hGp://datatags.org
hGp://privacytools.seas.harvard.edu

Two-‐factor	  
Authen5ca5on;
Signed	  DUA

http://datatags.org
http://datatags.org
http://privacytools.seas.harvard.edu
http://privacytools.seas.harvard.edu


Example of DataTags Interview:
A sequence of questions from an expert-based system



Example of DataTags Interview:
Final datatag human--readable and machine-actionable policy



Summary
• Dataverse is an open-source software for building data 

repositories

• Harvard Dataverse is a generic data repositories, hosted at 
Harvard and open to all researcher world-wide

• Data citation and rich metadata support are key to 
Dataverse, and enable FAIR data publishing

• Dataverse also supports tiered access to data and data 
publishing review and versioning workflows

• Biomedical Dataverse is implementing large-scale datasets 
support for Dataverse

• DataTags generates human-readable and machine-actionable 
policies to support sensitive datasets in data repositories



 Join us to this year’s Dataverse 
Community Meeting
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